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The information herein has been provided by
CliftonLarsonAllen LLP for general information purposes
only. The presentation and related materials, if any, do not
implicate any client, advisory, fiduciary, or professional
relationship between you and CliftonLarsonAllen LLP and
neither CliftonLarsonAllen LLP nor any other person or
entity is, in connection with the presentation and/or
materials, engaged in rendering auditing, accounting, tax,
legal, medical, investment, advisory, consulting, or any
other professional service or advice. Neither the
presentation nor the materials, if any, should be considered
a substitute for your independent investigation and your
sound technical business judgment. You or your entity, if
applicable, should consult with a professional advisor
familiar with your particular factual situation for advice or
service concerning any specific matters.
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CliftonLarsonAllen LLP is not licensed to practice law, nor
does it practice law. The presentation and materials, if any,
are for general guidance purposes and not a substitute for
compliance obligations. The presentation and/or materials
may not be applicable to, or suitable for, your specific
circumstances or needs, and may require consultation with
counsel, consultants, or advisors if any action is to be
contemplated. You should contact your CliftonLarsonAllen
LLP or other professional prior to taking any action based
upon the information in the presentation or materials
provided. CliftonLarsonAllen LLP assumes no obligation to
inform you of any changes in laws or other factors that
could affect the information contained herein.



Session CPE Requirements

You need to attend 50 minutes to receive the full 1 CPE credit.

4 Polling Questions will be launched during this session. You

must respond to a minimum of 3 to receive the full 1 CPE
credit.

**Both requirements must be met to receive CPE credit**



Learning Objectives

Discuss regulatory compliance, including ways to help avoid
penalties and safeguard your organization’s reputation

Outline effective cybersecurity measures to protect sensitive
financial data and maintain trust with clients

Review techniques to evaluate and manage credit risks
effectively to support financial stability
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Looking Ahead to 2025
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Fiscal Year 2025 Bank Supervision Operating Plan

Regulatory Focus

an &

FINANCIAL OPERATIONAL

o =
=
v—
v—

COMPLIANCE


https://www.occ.gov/news-issuances/news-releases/2024/nr-occ-2024-111a.pdf

Interest Rates Are the Top Concern for Community Banks

How important are the following external risks to your bank today?

Cost of funds

Regulation
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Core depasit growth

Cost of technology

Economic conditions 8. 515 15,0
Competition 18.7 485 8.9 49
Loan demand 159 466 217 8.0 0.8
Workforce attraction .2 458 58 55 16
Spead of technology 148 456 LY ] [%-2 0.5
Climate i a5 26.8 1] 240
e 1 % i, A0r% 0% BO% i Bi% G0% 100%
Percentage of respondents
W Extremely important W Very important W Moderately important | Slightly important W Mot at all important

Source: 2024 Annual Survey of Community Banks, conducted by the Conference of State Bank Supervisors
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https://www.csbs.org/sites/default/files/other-files/FINAL2024CSBSSurvey.pdf

Technology Creates Opportunity to Add &
Streamline Services

What are your bank’s intentions regarding the following financial products or services?

Remote depaosit capture BET 0B  BE 39
Small-dollar unsecured loans T16 1.9 3.0
Electromic bill prasentments or payments 737 A 1.9 53
Small Business Administration loans 699 2.8 24.3 30
Cash management services B5.5 0.6 76 [1]
E-signature verification 56.5 Lo 22.8 187
Online loan applcations 44.7 1.4 36.7 17.2
Personal financial managemsent tools 41.8 0.3 471 0.8
Wealth management services 35.2 0.8 56.8 7.2
Onfine acrount opening (commercial and retail) —
Money remittanca services
Stored-value/Prepaid cards 4.5 [t 68.3 3
FedMow instant payments—receive 23.1 0.8

Online loan closings IR A =

utomated toan underwitivg [N S
Interactive teler machines () |NEETNNT T S S
FecNow instant payments—send. (XS S 7
Cryptocurrency sarvices et N -

0% 0% A% D% 40% 2% 0% 0% A% 0% 00

Percantage of respondents
W Currently offer and will continue to offer M Do not offer and do mot plan to offer in the next 12 manths
W Currently offer but plan to ext or substantially limit in the next 12 months B Do not offer but plan to offer in the next 12 months

Source: 2024 Annual Survey of Community Banks, conducted by the Conference of State Bank Supervisors
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https://www.csbs.org/sites/default/files/other-files/FINAL2024CSBSSurvey.pdf

Polling Question #1

My company is most concerned about:
Digital transformation
Succession planning
Net interest margin
Cost control
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Compliance
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Compliance

BSA /
AML / CFT

Fair
Lending

J

Section
1071

Section
1033




Fair Lending Assessments

Compliance
Management
System over Fair
Lending

Risk Assessment

Automated
Comparative File Underwriting
Review System
Assessment

Data Analytics

Appraisal Bias
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Fair Lending in the Big Picture




Small business lending rule: Section
1071 of the Dodd-Frank Act

Original compliance
date

New compliance date First filing deadline

Compliance tier

Tier 1 institutions
(highest volume October 1, 2024 July 18, 2025 June 1, 2026
lenders)

Tier 2 institutions
(moderate volume April 1, 2025 January 16, 2026 June 1, 2027
lenders)

Tier 3 institutions
(smallest volume January 1, 2026 October 18, 2026 June 1, 2027
lenders)

On June 25, 2024, the CFPB issued an interim final rule to extend compliance deadlines
with an unofficial redline of the small business lending compliance dates interim final 1s
rule to illustrate the changes this interim final rule makes to the 2023 final rule.
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Section 1071: Data collection effective dates

Tier 1 — At least 2,500 originations in both 2022 and

2023
Three tiers by the volume of loans to small Tier 2 — At least 500 but fewer than 2,500
businesses (covered credit transactions): originations in both 2022 and 2023

Tier 3 — At least 100 but fewer than 500 originations
in both 2022 and 2023

Did not originate at least 100 in each of calendar years 2022 and 2023 but subsequently
originates at least 100 such transactions in two consecutive calendar years shall comply with
the requirements of this subpart in accordance with § 1002.105(b)

~m ©2024 CliftonLarsonAllen LLP 16



Section 1033: Data Availability for Consumers

Consumer Data Access:
Consumers have the right
to access their financial
data held by financial
institutions

Security Requirements:
Financial institutions must
implement robust
security measures to
protect consumer data

~m ©2024 CliftonLarsonAllen LLP

Data Portability:
Consumers can transfer
their financial data to
third-party providers

Consent Management:
Consumers must provide

explicit consent for data
sharing, and they can
revoke it at any time

Standardization:

The rule mandates
standard formats for data
sharing to ensure
interoperability

Transparency:

Financial institutions must

disclose what data is
being shared and with
whom
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Section 1033: Data Availability for Consumers

Dispute Resolution: Third-Party Accountability:

Mechanisms must be in place for Tluilzehpaisy (previelsrs reestii
. consumer data must adhere to the
consumers to resolve disputes came security and brivac
regarding data access and sharing y P y

standards

Implementation Timeline:
Compliance with the rule will be
phased in over a five-year period,
The CFPB will oversee compliance based on total assets or receipts,
with the rule with the largest entities required
to begin by April 1, 2026, and the
smallest by April 1, 2030

Regulatory Oversight:

©2024 CliftonLarsonAllen LLP

18



Cybersecurity
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Cybersecurity

OPERATIONS BASED ON
GOVERNANCE OR
COMPLIANCE FRAMEWORK

©2024 CliftonLarsonAllen LLP

DATA CLASSIFICATION AND
GOVERNANCE

&

THIRD PARTY RISK
MANAGEMENT

20



Peace of Mind Starts with Policies and Standards

Security is not a product

Standards based operations from a framework:

e Regulatory - GLBA, HIPAA, NERC/CIP, State Laws
e Contractual - PCl — DSS, CMMC
e Operational - CIS Controls, NIST, lIA

©2024 CliftonLarsonAllen LLP
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Data Protection

Develop and maintain an inventory Implement safeguards for access of Establish process to properly
of data data by employees dispose of data
Deve!op gnd Identify Implement Document Establish Create
maintain
Identify data owners Document data flows Create data loss prevention efforts

Source: https://www.cisecurity.org/controls/

~m ©2024 CliftonLarsonAllen LLP 22
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Data Backups

Attackers are getting smarter Backup and restore files
and deleting or encrypting should be saved in well
online backups; so, secured location

organizations should confirm
that they have off-line copies
of backup and restore
files available

= B
N\ =

Perform an in-depth review  Test the restoration of

of file permissions for your data
network file shares

23
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Software Vendor Risk Management

All software products have bugs/vulnerabilities

Pick your hosted
software vendor:

CrowdStrike
Trellance
MovelT
Kronos
Solarwinds

MS Exchange

Key questions:

What impact does this

Do we have accurate What does this software What user What do we need to do stor}i;/:giilgooe;tt:és software have on the
system and data application have access account/privileges are L o institution if it is down for
. . - for our due diligence? institution if it is
inventory? to? given to it? T = 2 hours? 2 days? 2 weeks?

2 months?

~m ©2024 CliftonLarsonAllen LLP 24



Polling Question #2

| would like to see one of the following topics on a future
webinar:

New IIA standards
Implementation of the sections 1033 and/or 1071

Best practices for third party risk management

Best practices for problem credit / asset management




Credit
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Credit Risk

Challenging assumptions and monitoring performance to plan

Effective risk identification

Migration analysis

ACL and risk profile
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Personal Savings Rate

FRED ~£4 — Personal Saving Rate
35

Percent

25

20

2008 2009 2010 201 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

Shaded areas indicate U S. recessions. Source: U.S. Bureau of Economic Analysis fred stlouisfed org
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Consumer Loan Delinquency Trends
Transition into Delinquency (30+) by Loan Type

Percent of Balance Percent of Balance

16 16

14 41 14

12 12

Student Loan

10 | 1 10
8 Auto Loan 8
6 3
4 HE Revolving 14
2 2
0 L L1 1 0
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Mote: 4 Quarter Moving Sum
Source: New York Fed Consumer Credit Panel/Equifax Student loan data are not reported prior to 2004 due to uneven reporting
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CRE Delinquencies by Loan Type

CRE composition and delinquency at US banks

($ trillion)
28

2
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Source: S&P Global Market Intelligence
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Serving You

CLA creates opportunities for businesses, individuals, and communities
through our wealth advisory, outsourcing, audit, tax and consulting
services. With nearly 9,000 people, more than 130 U.S. locations, and a
global vision, we promise to know you and help you.

CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer. Investment 31
A advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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Three Actions You Can Take Today

S

Employ

Address

©2024 CliftonLarsonAllen LLP

Employ a culture of education, training and documentation for around regulatory compliance

Address vendor risks by creating a method to ask key questions about system and data
inventory, software application access, user account privileges, due diligence, and the impact
of software breaches or downtime

Evaluate your institution's credit risk profile, considering recent trends and strategic initiatives,
to ensure that reserves and capital levels are adequate for the inherent risks within the loan
portfolio.
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Susan Sabo Karen Leiter Dustin Morris Randy Romes

Managing Principal Principal Credit Risk Manager Principal

susan.sabo@CLAconnect.com karen.leiter@CLAconnect.com dustin.morris@CLAconnect.com randy.romes@CLAconnect.com

704-816-8452 612-359-7809 816-671-8903 612-397-3114
CLAconnect.com
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https://twitter.com/CLAconnect
https://www.facebook.com/CliftonLarsonAllen
https://www.linkedin.com/company/cliftonlarsonallen
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https://www.instagram.com/lifeatcla
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It takes balance.™ |

It’s our job to engage in conversations, \
listen to what you really want, and apply our \

talents and experience to make extraordinary N

impact on your organization and life.
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